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b)

Outgoing settings (SMTP)

Virus check I Scan parameters | Queus

Incoming (SMTF) | Outgeing (SMTF)

c)

d)

Received
[#] Process outgoing email

Port 7025 (IPv4, Al IP addresses)

IP addresses/subnets of computers that send outgoing email:

127.0.0.1 [~ Edit...
192.162.1.9| ] \—I

Forwarding
[] Use DNS to send email

Forward email to this SMTP server:

|5n11p.pro'u'ider.com

Sender IP: Standard LAM adapter

INCOMING SETEINGS (POP3) ...oeiiiieiieeeee ettt ettt ettt ebae e earee s

Querying MuUltiple POP3 SEIVEIS ....c.vueeiieiiiee ettt eeiee e svtee e s eirne e s svraeeesanes
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G Data MailSecurity on Microsoft ® Exchange™ 2013

To send and receive emails using G DATA MailSecurity, the SMTP and POP3 servers IP will have to be
redirected to the MailSecurity PC.

This redirection is only necessary when G DATA MailSecurity is installed on the same
machine as the Mailserver.

1. Prior toinstallation
Please make sure prior to installation that:

e Any AV software which was used previously is thoroughly removed from the system and the
registry. It is recommended to use the cleaning / removal tool provided by the vendor of the
previously used AV solution.

¢ Allimportant windows updates and especially service packs have been installed.

e The contents of all TEMP folders have been deleted

2. Installing MailSecurity

Make sure to only install the latest available version of the software. The latest setup file can be
requested from our support team (mailto: business-support@gdata.de) or directly downloaded from
our partner web:

https://partnerweb.gdatasoftware.com/
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3. Exchange 2013 configuration

a) Sending emails through SMTP

First, a new send connector must be created and the Smart hosts’ IP address changed to the G DATA
MailSecurity gateway.

Start the Exchange Admin center on https://localhost/ecp and open:

¢ Mail flow

e Send connectors

e Use "+" to create a new Send connector

e  Type “internet”

¢ Freely choose a name (in the example: “out”)

e Network settings “pass on mail through Smarthost”
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& P @ https://localhost/ecp/ C || Q search

Exchange admin center

MAME & STATUS

Internet Enabled

pro

mail flow

unified messaging

serv

I

rs

hybrid

Screenshot 1: mail flow — Send connectors
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/localhost/ecp/

CV | Q Search

Exchange admin center

recipients rules

permissions

I + 7
compliance management R

sesyaes NAME
organizaticn

protection
mail flow
mobile

public folders

unified messaging

@ https://localhost/ecp/ConnectorMgmt/NewSendConnector.aspx?pwmcid=3&ReturnObjectType=1

Internet |

new send connector

Create a Send connector.

There are four types of send connectors. Each connector has different permissions and
network settings. Learn more...

*Name:

out

Type:
O Custom (For example, to send mail to other non-Exchange servers)
QO Internal (For example, to send intranet mail)
@ Internet (For example, to send internet mail) fend message size |

O Partner (For example, to route mail to trusted third-party servers)

cancel

Screenshot 2: mail flow — Send connectors — New Send connector
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('_ P @ nitps/localhostiecp/

Exchange admin center

X a Send Connector - Mozilla Firefox =10 x

recipients rules tors

B https://localhost/ecp/ConnectorMgmt/MNewSendConnecter.aspx?pwmeid=3&ReturnObject Type=1
permissicns Help

- new send connector
+ 7 m
NAME .

grganizaticn A send connector can route mail directly through DNS or redirect it to a smart host. Learn

*MNetwork settings: Network Settings - Mozilla Firefox -

Specify how to send mail with this conne

O MX record associated with recipient d
® Route mail threugh smart hosts

public folders SMART HOST

unified messaging

servers

hybrid [ Use the external DNS lookup settings d

& hitps://localhost/ecp/ConnecterMgmt/DomainEntry.aspx?mede= multiplefinew=trueititle= PWTNS&caption=NSE ||

Help
add smart host

Specify the fully qualified domain narme (FQDN) or IPv4 address.
“Example: myhost.contoso.com or 192,168.3.2

Specify the fully qualified
192.168.1.2 | < dormsin name. Bxample:
myhost.contoso.com

T
| save | ‘ cancel

i back Il next H cancel

Screenshot 3: mail flow — Send connectors — add smart host

Change the smart hosts to the IP address of the G DATA MailSecurity Gateway. Do not use localhost
or 127.0.0.1, but always the local IP address of the server.

Note: in our example, 192.168. 1.2 is the localhost (127.0.0.1).
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b) Changing Ports

In addition, it is advised to change the outgoing SMTP port from 25 to for example 7025.
This must be done through the Exchange Management Shell.

Open the Exchange Management Shell and enter the following:

Set-SendConnector -Identity "SENDCONNECTORNAME" -port 7025

[PS] C:s>Ret—SendConnector —Identity "SMIP—-Connector" —port VA25
[P51 CzxZ

Screenshot 4: change SMTP-Port
Check the changes using the command:

Get-SendConnector -Identity "'SENDCONNECTORNAME" | fl
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ntity "SMTP—Connectop’

[PE]1 C:xGet—SendConnector —Ide

Addres=zSpaces
AuthenticationCredential

ConnectionlnactivityTimeOut
DHSRout ingEnahled
DomainSecureEnabled
Enahled

ForceHELQ

Fodn

HomeMT A
HomeMtaServerld
Identity
IgnoreSTARTTLS
IzScopedConnector
Iz8mtpConnector
LinkedReceiveConnector
MaxMeszageSize

SmartHostAuthMechanism
SmartHosts

SmartHostsString

Sourcel PAddress

SourceHout ingGroup
SourceTransportServers
UzeExternalDNSServersEnabled

[PE] G2

LEMIP:==;1%

¥
BA:16:88
False
False
True
False

Microsoft MTA
2B88ENT 6 4MK
SMTP-Connector
False

False

True

18MEB

SMIP-Connector

7825

Mone

False

Hone

L0122 _168.1_21>
[192_.168.1_21

A.A.8.A4

Exchange Houting Group (DUWBGZMFDA1GNBJR>

§E?EBENTE4HR}
alse

Screenshot 5: checking the new SMTP ports
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c) Receiving emails through SMTP

The SMTP port to receive emails must be changed from 25 to for example 8025.

Start the Exchange Admin Center via https: // localhost / ECP and open:

e Mail flow
e Receive connectors
e Default frontend server name

e Scoping

€ P @ https//lacalhost/zcp.

Exchange admin center

recipients rules aelivery reports accepted aomains

e || Q szarch

emal address policies  receive connectors  send connectors

wB ¥ & O

Johan D'Arc v

e Exchange Receive Connector - Mozilla Firefox

Select server: | ZTEX.zoltantest.com

@ hitps://localhost/ecp/ConnectorMgmt/EditReceiveConnectoraspx?pwmcid=5&ReturnObjectType= 1 &id=4sf1 Tcab-a38f-437b-b36d-207 7

+rsaa -

MNAME A STATUS
Client Frentend ZTEX Enabled ty
mail flow Client Proxy ZTEX Enabled » scoping
Default Frontend ZTEX Enabled
- Default ZTEX Enabled

Default Frontend ZTEX

*Remote network settings:
Receive mail from servers that have these remote P addresses,

+7-

IP ADDRESSES -

Network Adapter Bindings - Moxzilla Firefox

& hitps://localhostiecp/ ConnectorMgmt/IPBindingEntry.aspenew=rfalseéititle=

PWTNAB& caption=EIAE

edit P address

All available IPvd addresses

Help

*Network adapter bindings:
Specify the P addresses and port of the network adapter to
bind to the receive connector.

Screenshot 6: Exchange Receive Connectors
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O Specify an IPvd address or an IPv6 address. Example: 10.5.3.2; 3d:5e:22:51: F— -
! (All available IPvs) 25
“Ports (All available IPv4) 25
[eo2s] | < specify 2 port number.

save ‘ ‘

cancel
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Change the port for all available IPv4 addresses and IPv6 addresses from 25 to for example 8025.

NOTE:
e Restart all Exchange Services to apply the settings otherwise the settings will not be applied.

e Open up the required ports in the firewall.
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d) Receiving emails through POP3
In order to receive POP3 emails through MailSecurity, a third party POP3 connector must be used.

Example of an existing account:

Username: Max.Mustermann
Incoming mail server: pop.provider.com
Port: 110

The e-mail accounts of POP connectors must be reconfigured as follows:

Username: John.Doe (unchanged)
Password: FhxAxE**** (Unchanged)
Incoming mail server: 192.168.1.2

Port: 7110

NOTE:

e Restart the Exchange or POP connector services otherwise the settings will not be applied.

e Open up the required ports in the firewall.
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4. Configuring MailSecurity

Incoming settings (SMTP)

Wirug check | Scan parameters I Gueue

Incoming (SMTP) | Outgoing (SMTFP)

Received
[#] Process incoming email

Port 25 {IPv4, All IP addresses)

Forwarding
[]Use DNS to send email

Forward email to this SMTP server:

|192.1sa.1.2

Sender IP: | Standard LAN adapter

Protection prior to relaying
Only accept incoming email for the following domains or addresses:

|dumain.mm| |
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NOTE: Receiving incoming emails via SMTP should be deactivated if emails are only received using
POP3.

Open up the required ports in the firewall.

15
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b) Outgoing settings (SMTP)

Virus check I Scan parameters | Queus

Incoming (SMTP) | Outgoing (SMTF)

Received
[ Process outgoing email

Port 7025 (IPv4, All IP addresses)

IP addressessubnets of computers that send outgoing email:

127.0.0.1 [ ] Edit...
192.168.1.7| ] I—‘

Forwarding
[] Uze DNS to send email

Forward email to this SMTP server:

‘snﬂp.provider.cnm

Sender IP: Standard LAMN adapter
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c) Incoming settings (POP3)

Wirus check I Scan parameters

Advanced | Logaing

Incoming (SMTF) I Outgaing (SMTF)

Enguiries
[#] Process POP2 enquiries

Port 7110 (IPv4, All IP addresses)

[#] Prevent email program timeout

Collection
Collect email from this POP 3 server:

Incoming (POP3)

|pop3.pmvider.cnm|

SenderIP: |Standard LAN adapter

Fitter
Feplacement text for rejected emails:
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d) Querying multiple POP3 servers

If multiple POP3 servers are to be queried, no POP3 server must be entered in MailSecurity under
"Incoming (POP3)". The server name is transmitted via the user name; enter the POP3 server name

“w.n

followed by a colon (“:”), then enter the user name.

Example of a user account with different POP3 servers:

Username: pop3.provider.com:John.Doe
Password: *Hxx%* (unchanged)
Incoming mail server: 192.168.1.2

Port: 7110
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