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0. Typographic conventions

To emphasize and clarify some details in this document, the critical passages will be made
prominent using color or a different font.

Command line input, folder paths and registry paths will
use a monospaced font

Any window titles, settings or menu sequences will be printed in italic

In case a passage has to emphasized to avoid undesired consequences, it will be prefixed
with the word “Caution”, printed in red color and bold.

1. Introduction

This document will cover the installation and configuration of G Data MailSecurity in a
Microsoft Exchange environment. It contains all the required settings that require changing
to ensure proper email processing. Note that this document is based on a default
installation of Microsoft Exchange. Instructions in this document may be subject to changes
that might be necessary in your environment.

2. Prior to installing

Before installing the G Data MailSecurity Gateway, make sure that:

e The Data Execution Prevention (DEP) feature in Windows is set to
only for necessary Windows programs and services
In Windows Server 2003/2008 and Windows XP this option is located in the Advanced System
Settings which are accessible via Start > Control Panel > System > Advanced >
Performance Settings > Data Execution Prevention

e Any AV software which was used previously is thoroughly removed from the system and the
registry. It is recommended to use the cleaning / removal tool provided by the vendor of the
previously used AV solution.

e Allimportant Windows updates are applied and available Service Packs are installed
(Windows XP SP3, Windows Server 2003 SP2, Windows Vista SP1)

e The contents of all TEMP folders have been deleted

e Port monitoring for POP3, IMAP and SMTP is disabled in any installed G Data Security Client
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3. Installation
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Make sure to only install the latest available version of the software.
The latest setup file can be requested from our support team.

4.

a) Sending email via SMTP

Exchange 2007 configuration

Open your Exchange Management Console and navigate to:

- Organization configuration
- Hub Transport
- Send connectors > Properties

Change the Smarthost address to the local IP address.

SMTP-Connector Properties

Geaneral I;-dd'essSamI Network | Source Server |

L]
| [eHTP Connector

.
Connectorstatus:  Enabled
Mantag, 10, Novembar 2008 17:17:17

Maodffied:

I-'-:'e 'I
Spacity the FQDN this connactor will provids in responas to HELO or EHLO:

[

{Example mal conteso.com)

Erotocol logging level

¥ Maomum message size (KE):

x|

o< 1

SMTP-Connector Properties i

" General I Address Space  Metwork I Source Sewerl

Select how to send mail with this connector:

" Use domain name system (DNS) "MX" reconds to route mail automatically

[~ Enazhl M= 1t i

% Route mail through the following smart hosts:

eEadd... 7 Edt. K

Smart host

[192.168.1.2]

Smart host authentication:

Mone

I Usethe Extemal DNS Lookup settings on the transport server

Change... |

Cancel Apply

Help

Caution:
Never use “localhost” or 127.0.0.1.
Always use the server’s IP address.

Using localhost or 127.0.0.1 may result in failures to process emails correctly.

Restart all Exchange Services to apply the settings!
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It is also recommended to change the port for outbound STMP traffic to a different port
(e.g. 7025 instead of 25). The Exchange Management Shell can be used to achieve this.

Open the Exchange Management Shell and issue the following command:

Set—-SendConnector —-Identity “SENDCONNECTORNAME” -port 7025

[z Machine: 200BENT64MK | Scope: MK2008.DE )

[P5]1 GC:x>Set—SendConnector —Identity "SMTP-Connector' —port 7HE25
[PS]1 C:n>

Verify the changes using the command

Set-SendConnector —-Identity “SENDCONNECTORNAME” | f1

i f1

es
ionCredential

edDomains
tionlnactivityl imeOut
gEnahled

ForceHELD

Figdn

Home MTA : of t
HomeMtaSery | : A8 ENT 6 4MK

Connector

HIP-Conn actor
TA25
ProtocolloggingLevel o
ReguireTLS : ;
SmartHostAuthMechanism
92.168.1.21>
[192.168.1.21
B.8.8.8
Exchange Routing Group (DWBGZHFDB1GHEJR>
BABENT 64MK >

TALSE

[P5] Canag
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b) Receiving Emails via SMTP

The port for inbound SMTP traffic must be changed from 25 to a different port (e.g. 8025).
In your Exchange Management Console navigate to:

- Organization configuration
- Hub Transport
- Receiving connectors > Properties

Make sure to apply the port settings and authentication as shown below:

B kecermocomector Properties
General  Metwork |A|.rthemication I Pemmission Groups | Generl I Metwar:  Authentication | Permission Groups |
|ze these local IF addresses to receive mail: : ; ; _ : ; ; ;
EE!Agd... ._7‘ Edi... K Specify which sscurity mechanisms are available for incoming connections
- [T Transport Layer Security (TLS)
. A 7 [~ Enzble Domain Securty (Mituz| Auth TLS)

I~ Basic Authertication

[ Gffer Basic atthentication only atter staing TLS

™ Exchange Server authertication
[T Integrated Windows authertication

[T Estemally Secured for example, with |Psec).
Receive mail from remote servers that have these |F addresses:

EEAdd... = 7 Edit...
Remote IP address(es)

0.0-255.255.255.255

QK I Cancel Aipply Help QK I Cancel Aipply Help
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In Permission Groups, connections for anonymous users must be set to “Allowed”:

Receivingconnector Properties

e
-
o :
]
I B

Caution:
Restart all Exchange Services to apply the settings!
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c) Receiving Emails via POP3

In order to receive POP3 emails through MailSecurity, a third party POP3 connector must be
used.

This is what your user account settings for a POP3 account will most likely look like:

User name: John.Doe
Password: * ok k ok ok kk ok ok k

POP3 server: pop3.provider.com
Port: 110

To get the accounts set up for use with G Data MailSecurity, apply the following
changes:

User name: John.Doe (as before)
Password: FEkExx KKK AEA (g5 before)
POP3 server: 192.168.1.2

Port: 7110

Caution:
Restart all Exchange Services as well as your POP3 connector’s service to apply the settings!

d) Querying multiple POP3 servers

If multiple POP3 servers are to be queried, no POP3 server must be entered in MailSecurity
under "Incoming (POP3)". The server name is transmitted via the user name; enter the POP3

",

server name followed by a colon (*:"), then enter the user name.

Example:

User name: pop3.provider.com:John.Doe
Password: *kKxk*x  (as before)

POP3 server: 192.168.1.2

Port: 7110
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5. G Data MailSecurity configuration

a) Incoming (SMTP)

Apply the following settings for SMTP email delivery:

Options
| Vinus scan I Scan parameters I Queue I Advanced
Incoming (SMTP) | Outgaing (SMTF) | Inceming (POP3)
Received

Process incoming email
Port 25 (IPv4, All IP addresses)

Forwarding
[] Use DNS to send email

Forward email to this SMTP server:

192.168.1.2 Port: 8025
Sender IP: Standard LAN adapter >
Protection prior to relaying

Onhy accept incoming email from the following domains or addresses:

domain.com rdd
domain.infao -

domain.o .
e Change

Delete

[ Export ... ][Ac_:ti\re Directur_f...]

[ 0K J[ Camcel |[ epy || Hep |

Caution:
Incoming (SMTP) should be disabled if emails are received via POP3 only.
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b) Outgoing (SMTP)

‘Options
Virus scan | Scan parameters | Queue I Advanced
Incoming (SMTF) | Outgoing (SMTP) | Incoming (POP3)
Feceipt

Process outgoing email

Port 7025 {IPv4, All IP addresses)

|P addressessubnets for computers that send outgoing email:

127.0.0.1 - Edit...
192.168.1.2 ;]

Forwarding
[7] Use DNS to send email

Forward email to this SMTP server:

Sender IP: Standard LAN adapter -

OK || Cancel || opy || Hel
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¢) Incoming (POP3)

Vinus scan I Scan parameters

a_.
]
3

Incoming (SMTF) | Outgoing (5
Enquiries
[¥] Process POP3 enquiries

Port 7110 (IPv4, All IP addresses)

[¥] Prevent email program timeout

Collection
Collect email from this POP3 server:
popd provider.com Poit: 110

Sender|P: | Standard LAN adapter -

Fitter
Replacement text when emails (i)

ok J[ Canced || soy || Heb |
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